Test process

1. Attacker: In the first step, the attacker scans the MAC address of the target AP client. (MTK network card address)

system:Linux
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BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

50:FA:84:6D:02:B8 -47 21 0 11 485 WPAZ CCMP PSK AAAA

STATION TWR Rate Lost Frames Probe

50:FA:84:6D:02:B8 00:C0:CA:96:EC:F5 -41




victim :The network card status at this time is normal.system: (win7)
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Attacker:Attacker sends malformed beacon frame system:(Linux)

Python xxx.py (payload)
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Victim:Victims connected to the network are remotely attacked. System:(win7)
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The victim will be attacked as long as he can receive the malformed beacon frame!

Remote send payload!

Victim (MTK)
Attacker!

Send Malformed Beacon Frame




